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Social Media Best Practices
[bookmark: _GoBack]Increased use of social media platforms like Facebook, WhatsApp, Twitter, and Instagram as a result of the advancement of technology has both positive and negative impacts on issues related to Protected Health Information (PHI) depending on the way they are used (Zalpuri et al., 2018). The platforms have created easy access to information related to health hence improving communication between the patients and the caregivers since they provide a channel to track the health progress of patients. These channels on the other hand have compelled health caregivers to violate health provision principles like security, confidentiality, and privacy as many nurses find themselves exposing patient information to the public through them. Protected Health Information refers to any information pertaining a person’s health that was created to be used in disclosing demographics of an individual like laboratory results, medical histories, mental health and insurance details that can help healthcare professionals to identify the linked individual and provide appropriate care (Zalpuri et al., 2018).
According to Lo et al., (2018) privacy refers to individual or group ability to seclude their information or themselves from the public and selectively express themselves to only their intended audience. Something is described as private when it is sensitive or inherently special to the individual associated with it. Automated apps that share patient information after recording them and record-keeping by institutions about the member's health are among healthcare concerns. Machines like those that monitor the sleeping patterns and the heart rates usually send the information automatically to a shared platform of healthcare providers. Such information can easily leak to the public if the passwords are shared or the healthcare giver fails to log out of the system. The resilience against or the freedom from potential harm that can be caused by the surrounding is called security (Grajales et al., 2014). In healthcare, the use of technology can result in insecurity if the information about a patient is leaked. Malicious individuals can use this information to siphon money from the patients in the name of providing them with solutions like cure drugs or links to people who can help them. Cyber insecurity practices like hacking and data diversion can expose private health information to the public. A promise or set of rules that requires one to keep information given by a patient or client private without disclosing it even when the law is enforced except under certain specific circumstances is called confidentiality (Lopez et al., 2016). The passwords to the computers are known only to nurses and the information can be shared with the healthcare linked machines only.
Grajales et al. (2014) state that interdisciplinary collaboration will ensure that those entrusted with the information only use it for the required purposes and can only share it under specific circumstances and with specific individuals. The team members should be aware of breach of privacy through sharing names of patients, their health conditions, and photos on social media platforms. In the United States, 50 nurses have been terminated for sharing patient information on social media. The sanctions that have been imposed on the social media healthcare concerns are a suspension of licenses and admission of letters of concern. The healthcare organizations that use social media inappropriately face financial penalties like fines or patient compensation. Healthcare organizations are employing strategies like utilizing encryption, performing risk assessments regularly, performing updates and vulnerability scans as well as checking audit logs in a bid to reduce confidentiality, privacy and security breaches (Zalpuri et al., 2018). 
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